Names, Social Security numbers, credit scores,
bank accounts, health data — all of this personal
information is under increasing siege by
computer hackers and identity thieves. A single
loss of sensitive data — whether through thievery,
technical malfunction, or sloppy recordkeeping —
could not only damage your reputation, but also
expose you to lawsuits that could cripple your
business.

A data breach
could decimate
your company
and your
reputation.

Protecting Personal Data

Fireman’s Fund Data Compromise coverage
enables your business to respond effectively if
the personal information in your care, custody,
or control is stolen or compromised. The
coverage includes limits up to $50,000.

In today's litigious world, protecting customers,
employees and others from identity theft isn't
just a matter of public relations; it goes directly
to your bottom line. Lost or stolen data can
produce embarrassing media attention, legal
complications, and huge costs incurred to notify
the affected individuals and help them repair
and restore their identities.

Data Breaches Can Occur 24/7

Are you covered for these kinds
of incidents?

= The company's network
is hacked, and customer
information contained
in its databases is
compromised.

Fireman’s Fund
Data Compromise Coverage

= A laptop computer containing customer and
vendor names and Social Security numbers is
stolen from an employee.

= During an office move, several boxes
containing employee records are lost.

= An e-mail containing employee payroll data is
inadvertently sent to a customer e-mail
distribution list.

Fast, Effective Response, Restoration

Data Compromise coverage provides:

= Legal review and recommendations on how
to respond to a breach

= Forensic information technology services to
research the cause and scope of the breach

= Notification of the affected individuals.

Most importantly, the individuals whose personal
information has been compromised are provided
credit monitoring and identity recovery case
management services as well as access to one of
the world's leading security and identity recovery
specialists.

Data Security Information on iCustomer
Series® site

You'll find articles to help you identify data security
risks and minimize losses on our iCustomer
Series® Web site, such as “Are Your Customer
Records Really Safe” and “The Business Costs of
Stolen or Compromised Records.”

Our Heritage

Our company was founded nearly 150 years ago
with a mission to donate a portion of our profits
to support the families of firefighters. For more
information on our Fireman'’s Fund Heritage
Program, please visit our Web site at
www.firemansfund.com/heritage.

www.firemansfund.com

The insurance policy, not this brochure, forms the contract between the
insured and the insurance company. The policy may contain limits,
exclusions, and limitations that are not detailed in this brochure.
Coverages may differ by state.
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